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ABSTRACT

Because multiuser ccmputer systems typically record enormous quantities of
information about user and system activities into system log files, audit-
ing computer ueier/system activities :s a formidable ta~,k. Recognizing that
a manual audit of these log files is difficult and usually ineffective,
the DOE Center for Computer Security has developed an automated audit trail
analysis tool, Audit Log Analysis Package (AMP). ALAP employs methodology
developed at Los Alamos National Laboratory for the detection and analysis
Gf anomalous daLa in large databases. AMP is capable of processing vast
amounts of audit data for detection and analysis of anomalous computer user
and system behavior. The first application tool is VT% ALAP 1.0, targeted
for Digital Equipment Corporation (DEC) Virtual ?lemory Systems (vMS).*

1. INTRODUCTION

As the past year has emphatically reminded IIS with media (:~verage (It
virllses, ‘omputer bredk-ins, thefts, espiuniige, dnd Other IIMliCiOuS iic-
Lions, we are vulnerable to many forms of atta(:k. It is frustrating not
to be Able to administer atlsolute serurity over most comput ing system
rqsourl”~s . Ideally, we would like :operaLing systems that, throllgh--dnd
tr,~m wi:~]irl--themse Ives, t?flSUrf! Serllrity A~aifISt waste, fraud, a~d ab!~se
.)t .ompl:t illg resour ‘es. ~;iven (-urrent cechnulngy And the romputer serur i ty
pr(~biems we faf e tr)(iay, we must develop ,-um~uter security t(Io1.s, prl)i.,:.-
dllr~$, poii,.lvs, and the like LO deter And preferably prevent the iII.I.IIr



1
-, The data are often cryptic in nature; ,:onsequently, it is ~:~~.y

difficult, and most often impossible, to identi[y disjoint ?d~-
cerns of misbehavior.

1. Given ?he large volume and cryptic nature of the data, it is often
impossible to perform a complete and effective analysis of audit

data.

Jur approach to reducing the auditing problem was to develop a tool chat

●

●

●

●

hhile it

characterized “normal” computer user and system behavi,,r,
filtered (i.e., reduced) audit log data down to a manageable
level,
identified suspicious computer system behavior, and
provided mechanisms for rapid review and ar:alysis of suspiriuus

system behavior.

is Lrue that we cannot currently ensure absolur.e security against
all malicious actions and many types of computer security breaches, it is
important , and for many systems required, that we be able to identity,
analyze. evaluata, and report such actions, With this in mind, the Depart-
ment of Energy Center for Computer Security (DOE/CCS) developed ALAP.

2. TREVMSAIAP 1.OTOOL

The tirst version of AMP is Largeted for standard VAX/WIS (VW ~.b or

higher) operating systems. The softwnre is written i,~ the VAX C program-
ming language and utilizes the standard VAX C Curses library for its screen
interface. The screen interface is designed to run on a DEC VTIOO or
tully compatible terminal. ALAP utilizes VMS ImcAe Accounting termination
records as the data used for audit/analysis. Using this data, AL\P gen-
erates a profile (i.e., rulebase) of ,Iormal ~lld valid ,:t}mput~r system
.lctivity and utilizes this protile for analysis of data from s.. st~qllellt
V?lS ,1,.,.nunting files,

2.1. System Data Requiremnta

!ly Iltil izing standard V?% audit atld accounting data for ALAP pro(”tissill~,
we IIid not have to modify VMS operating system software. tie designt+d the
SI)ttw,lry to run and operate on standard V?lS {Jperatina systems aIId rel,it~,(!
I!;ILII .illd wnrked to maintain pcrrabili~y IJt AIAP arross VW l~peri}tlf~g s,Y.:
. ,,,”~ . ‘me reviewed and evaluat~rf .Ivallable standard V!IS dudit/,ir,”~)ul:C :IIM
,I,t!,i ,IIId Have specisl Onsidertitll]n to



1 The raw data was collected and stored in a condensed binary iormat. .
(in an alr~ady existing accounting data file--V!lS ACCOIXTW.DAT).
The condensed !mage Accounting data dre relatively small com-
pared to other available VW audit data.

“
-. Standard V?lS utilities provide invaluable

dnd meinsaining the raw audit data sets.

1. The Image Accounting data can enrompass
image activation and provide valuable
actions.

resources for selecting

all system and user V?IS
information about those

Because we use VW raw data, the ALAP rulebase (or profile of a system’s
activity) consists of rules derived from the historical V% ImagP Account-
ing data (see Table I).
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TABLE 1
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Field

--. ..—. .

CPU time

Terminai

Sode-name

Node ,:D

~ay
Hr

Image

‘;sernarne

Privilege

+tatus

:Iir !()

pi, ! [,)

.—. .—.. ---— ,... -—— — .. —.. —- ----- —.

Definition

.- -—- . . . -.--.—- .._- ..-. ——.-—....

The amount of rentrai processor unit time
used by the image executed.
The name of Lhe terminal port used to invoke
tne given image.
The name of the alternate node if a user hau

signed into the ~ystem from another node on
the syrjtem.s network.
The nod- identification tor the given image
transa(.tian.
The day the given imsgc waa executed.
The time ,]f tidy the image un~ exeruted.
The name of the ima~e exe(uted.
The VW user arroimt IIane under whi,.h Lhe
giVell image trantiarlion wns executed.
rhe VFIS privil~~e -ode representing ,i{.i”t)tlll~
privilege(s) ,~(’tive during the executi,~u ,Yt
the imag~,
rhe final stdtl~s ,.ode re~urned uporl ,.omp;t!-
kiun ot the ●xt?ruted ims~e.
rhe number of dir~[:tdata input/output (]pwr,i-
tions perfornwd by the executed inui~e,

rhe Ilumber ,jt butfered data i!lfmt/,w LIIIIL
lJper:lLi(Jns per! ormed hy Lha exeruLed imn~~.



Other Gata fields contained within the WIS Image termination record type
are not used by ALAP. ‘n addition, there are ~ther VW audit data eleMenLS
that :ould conceivably enhance the ALAP audit data information; however,
overhead requirements ta collect and maintain such data is simply too high.

2.2. The VMS AMP Methodology

The methodology incorporated into ALAP is one developed at Los Alamos
Sational Laboratory, by Hank Vaccaro, for the detection and analysis of
anomalous transactions in large databases. It is based on the concept ot
anomalous data being detected using rules derived from a profile of accept-
able behavior for a given system. ALAP uses historical data that encom-
pass normal activity for a given system to develop a rulebase of accept-
able behavior for that system, Then, subsequent transactions for the same
system can be compared against the rulebase to determine if anomalies exist
or not.

2.3. The ~ MAP Design

AMP is designed to significantly reduce computer auditing tasks by proc-
essing audit log data to detect ~omputer user and system abnormalities and
to display anomalies for analysis. Although AMP’s processing speed per-
mits real-time processing, th- W% application of ALAP was not designed to
have Lhi6 capability. Instead, the design permits the user to establish
an auiit environrrrenc tailored to the user’s own needs and computing envi-
ronme[lc .

Application of the AI.AP audit cool (Ran vary significantly trum systcm t,)
system. Sorr.e systems have a sec of well-defined tasks that are performe(l
on a routine basis, with a well-defi:led set ot active user accounts. rhese
systems typiraily yield dudit data Lhat is well behaved. That is, the
.i:~iv~:ies performed on the system do not vary greatly. Systems ~t this
type ar~ genera]!y easier to audit. In ,-~ntrast, systems with a tl’JcL,~~t-
ing set i)t Active user accounts and ~n whi,:h a variety ot tasks is pvr-
t,>rmed Are denerally more diffirul: co audit. For this type of sys:+Im
[s,]y, .1 resear’.h and developrnenL envirl]nme!lt ), the audit data musL h,r ‘.lrP-
tJLly srrlJti:\ized LO determine lf a(.tivities ~re arf..ptable or not,

L?lS Ai.AP derives the “normai” patterns of behavior from raw V!IS :mag~
Ac”IIIII’.ing data and bililds profiles Ot -xpet”:ed behavior for ,.ompllt~r
is~ts, terminals, image ●xecutions, (:?ij c ime Iciiized by :ne image ~:xe-

.;!prj, ,Jnd all IIcher fields in the audi~ rerord (see ~atrle 1). !t ,IISLI

(te,.FW:,Jp.s rules tor Jser/terminal-related z::tivlties, rel~rrcrj tO AS “ses-
!,.51 )rl.s, A session is ~let ined as d set IIt transa(.ti,)r]ti t]r *I ~iverl ‘lser-

:lamt~ L-rminal ,-ombination, tr)m the time Lhe tirst tr~!~sacLi(~!l is PIII”(IIIII-
tererl (possibly a login) to :he i~st LrHrlsn{.Lion ~rll.t)lllltr?rwd fp(]ssibly ,1
‘,, IU .~ll!. ), in the audit flatd. Fol lowing are SUM exiimplrs .)t the Lype [Jr

Implies ttIaL



Given a specific value or values for a field or set of audit fields
Jn the left-hand side implies the value(s) for an audit field on the
right-hand side as )((i), where X(i) is a value, or set of val,les,
derived by AMP from the historical data as acceptable for the tield
an the right-hand side.

[n essence, ALAP builds rules on all the data fields (Ref. Table 1), and
all probable combinations thereof. Some rules are conditional on values
for several fields, while others are derived from data values for a single

data field. ALAP can generate tens to hundreds of thousanar of rules,
depending on the characteristics and attributes of che data

AMP uses the rules (i.e., the rulebase) derived from the raw VW Image
Accounting data as its premise far detecting anomalies. A!J.A”S design
permits the user to tune the ALAP anomaly detection algorittm to site-
specific needs. This is done via the AMP screen interface through tt,e
adjustment of an anomaly detection threshold, sonwtimes referred to as a
“’Figure of ?lerit”L value. 3uring its monitor~ng phase, .41AP compares
the values of each field in the audit record to the rulebase. [t then
generates scores for the values of each of the audit record’s fields. The
score for each field is a function of the rule grades ~f th? rules violated
for each field, where a grade is defined as a measure of the accuracy of
the ruie.l rheoretirally, a field value is considered “perfectly nor-
ml” if the score for it is equal to zero.

AS AIAP compares each transaction dgainst the ~ulebase, it sums the indi-
vidual field scores to obtain a total scare fur the transaction and the
related sessiol~. ALAP is designed to keep scores for up to 32 of the most
recent session transactions. A ~sek--turlable decay fd~~~r is provided to
dl law the user to decay past sessiljn transac:lons as desired. The algo-
rithm ‘usec to deray the session score is defined as foilows:

Fo?l s..n = FOMTn + FOM_Sn_.L ● Decav FacLur

wherp ,
Fi)q S = the AUP session score.
F“f)?l T = score for the current transartiun.
;;pf.ay Factor = the decay tactor !.jr the l.umulative spssil)ll .s(.[)r~?
:#reater than zero, and less than or equal to one).

A:JiIJ ,Ases che above algorithm each tim~. it pro(’esses a new tral~sa,-t i~)n ,Ind

(lVCIJ(’!.S a transaction as an anomaly wheri the session srore ~!~(.~~(~s !. IIP

ISPI -Iie! illed anomaly detection threshold.

2.3.1. The AIAP User Interface

A:At’ is designed with a Ilser-trielldly sot tw~rt~ illterfa,.e ttlil( provi(lt,s
f:lmef(],ls opt il]ns tind features L) permit ~ativ nrlll PttP1’tl’.’e .Illfli : :IIU ,111(!

,lllalysi~ of ,.omp{lt~r ●ysiernluners ~(’tivlties. l’he user illt,lrtt{[ v t,,,l!,lf,.s

111, :Il(lt!



● an an-line Help tacility that enab; es the user to acquire !)e ; p

for all menu options,

● an ability to skip !orwards or backwards in time within the bounds
or the audi,t data time interval,

● a logging facility that records, to a standard ASCII file, infor-

mation about anomalous transactions, and

● an ability to review and analyze failed rules for anomalous trans-
actions to determine the reason(s) the transaction is anomalous.

Some options are urer tunable to meet the user’s site-specific needs and
characteristics of the computing environment, such as

● the Select option, used to select specific audit records for
auditing;

● “Watch” windows to allow the user to actively watch selected
username/terminal session activity; and

9 che anomaly detection threshold.

3.0. ldE VW+ AMP PROCESSES

Before V?lS AIAP can be ~sed for auditing/analysis of computer system/user
activities, raw MS Image Accounting data must be subjected to data fil-

tering, formatting, and condeusiilg phases of processing.

3.1. Preprocestiing VHS Accounting Data

The preprocessing step filters VW Image Accounting data from Lhe raw V?lS

Acr:]’unting da~a tile (i.e., ACCWNTW.DAT ). During this phase, data are
~xtriil.tt!d, reformatted, and written to a hinary file that is subsequently
used JS d:; input file to ALAP. The ~il[ering process is independent of
AMP dl,d is used whenever the user wants to filter new raw VTIS Accourlting
rtaLa LO serve JS the datd to be audited or to filter historical data sub,
Seqllelltly IIsed ky ALAP to deveiop a rulebase.

A V% onuruind procedure is provided with the software distribution ta

~sslst the AIAP user with the preproftessi!lg tl.lnct ion, 2 The ,.orrsnand prf>-
,“l?(i!lr”e steps the Ilser thrrrugh the preprocessing phase hy promptill~ for
L:I: !Imation relative to the raw data being prol.essed.

1.2. Processing Historical Dsla

Attrr !iltering d system’s raw historil.i~l di~ta, the ilser is ready ~ 1)

pro,.ess the data IIsing AMP. Upon wx~rllting AI.AP, th~ Ilsrr is ,Ir,)mi)t,!,l

WI!.!I s{)me $Lilrt’lp st.reerls , AfLwr the StAIIIIp sl’rt?e~ls, AMI-’ IIispl,lys !Ilt?
:n,i ill mertll. ~here are threw prl]l”~”ssir]g .jllti(~l]s At t)le main mrrltl l~!v,~l ,,!

A:.t!t’:



i. Process Historical Data,
2. l;enerate a Rulebase, and
1. Monitor Activity.

To initiate the “Process Historical Data” option, the user merely enters
the single character P. AUP then reads in the filtered historical data

(i.e., the ALAP.HST file generated during the preprocessing phase) and
processes it. During processing, ALAP identifies unique patterns of be–
havior exhibited within the historical database. To obtain high perform-

ance in rulebase generation, ALAP processes the data through a condensing
process. The condensing process is performed with two passes through the
data. The first builds a dictionary of unique values encountered in audit
record data file. The second creates a condensed file of indexes pointing
to the unique values stored in the dictionary during the first pass. Most
fields have fewer than 254 unique values so the index ca,l usually be repre-
sented by 1 byte. Remaining fields are represented by 2-byte indexes,
allowing at most 65534 distinct values. This approach permits ALAP to
process the data in random access memory, resulting in high performance

during the rulebase generation phase.

3.3. Generating a Rulebase

After processing the filtered system data by means of the “Process Histor-
ical Data” option, the user can generate a rulebase. To initiate the
“’Generate a Rulebase” option, the user enters the single character C.
During this process, AIAP develops a rulebase by utilizing all the unique
values identified during the “Process Historical Data” option. The rules

constitute a measure of typical and expected behavior for a given computing
system environment. The more consistency that exists within the daily
operations performed on a given system, the more eifective you can expect
the rulebase to be in identifying anomalous behavior.

The ALAP user must keep abreast of the system’s environment characteristics
to ensure that the historical data used to generate the rulebase appropri-
ately retierts the normal or acceptable behavior for the system. If the
r’~lebase becomes outdated (by introduction of new user-accounts, software
t,ll’ls, hardware upgrades, and so forth), the user should generate a
ru;ebase cn incorporate new “’acceptable” system activity.

3.4. Monitoring/Auditin8

})r tif:ective nmnitoring and auditing of system/user activity, it is
;,erative that the rulebase depict expected system behavior for the g
system. Assuming that the rulebase does adequately reflect expected
!Iavior for the system, the user can monitor/audit new VT% Image Accoun!

new

im-
ven
he-
inll

~t”tivity by, first, extracting the raw V?IS Image Accounting da~a to a file;
M=(-nlldlv, ~he user should preprocess the da:a through the AUP filtering
prl.,~ss. hstly, when the data have been filtered appropriately, Lhe ~ls.er
-,in ,+~ldit the data by simply exe(.uting AUP and invoking the the “%)rli!or-

irIg A{:ivity” option trom the AI,AP mail] me::u.



At this point, ALAP initiates the monitoring/audiLing phase by opening the
filtered audit data file for auditing and by displaying the monitoring/
auditifig options merlu screen.

The user interface provides several options that permit the user to effec-
tively review, analyze, and evaluate anomalous transactions such as the

Unusual option. The Unusual option is available from within the Analyze
Menu and displays a sunsnary of the audit record field(s) fo.,ld anomalous
by AUP.
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(.)thervaluable audit anaiysis options include

SE:.KCT - Displays the Select Menu allowing the user to select spe-
cific a“ldit record fields for auditing. such as sentiitive,
Lerrninalports, user privileges, and accounts.

SLCGEST - Displays the suggested values tor the various a~dit record
fields based on the rules derived from the historical data.

Associated with the pos6ihle field valuea are the scores
that the field would assume if the particular field value
were to appear in the audited transaction.



4. VPISLAP 1.0 PRODUCT DEVELOPMENT

The Department of Energy, Center for Computer Security (DOki CCS) has an

ongoing task to develop various computer security tools to assist CSSOs

and other computer security personnel with their computer security duties

and responsibilities. AMP is the first of the auditing tools. It is cur
goal to provide the DOE computing cormnunity with the best computer security
tools possible-- tools that perfotm computer security tasks, or assist in
performing computer security tasks, required by DOE orders and the needs
of the DOE computing cormnunity.

4.1. The AIM Software Life Cycle

As with many software tools, the concepts and methodology employed within
ALAP began in a research environment, namely the Nuclear Materials Controi
ana Accounting (MC6A) environment. The methodology waa, and continues to
be, investigated as a method for resolving anomalous transactions in large
FICU systems. During the early research stages of the methodology, scien-
tists at Los Alamos National Laboratory considered application of the

methodology to other disciplines] one of which was computer security.

A research and development effort was henceforth initiated by DOE/CCS to
develop a prototype computer security auditing package for a computer oper-
ating system type prevalent in the DOE---the system selected was VMS. The
prototype generated useful results during testing; therefore, the Center
pursued development, testing, and production of the software auditing tool
now known as ALAP.

4.2. W Testing Procedures and Results

Development of a software tool for wide application in different computing
environments is difficult, particularly when the software must be inte-
grated with existing software, such ds operating system software, computer
language compilers, and software libraries. The software must be carefully
designed to integrate with such systems in an environment independent arid
portable manner. That is, the user should not have to modify the computing
environment to incorporate such tools. For this reason, ALAP was designed
to run and utilize standard VMS oFerating systems and data, the VAX C com-
piler, and the standard Curses screen management library.

Issues of primary concern relative tn the softwRrt? development life cycle
inciude software integrity, security, reliability, maintenance, and exten-
sibility. Assurance of these elements in a software product requires
application of good software engineering principles. Good software engi-
neering is not only valuable, buc absolutely necessary.

The quality and reliability of the tool in different camput{ng environments
are also of concern. If the software is developed appropriately, with
properly documented requirements specification and design specificatio[ls,
it can be systematically integrated and tested to ensure that it operates
as specified. To do so, the software must be proven to function as de-

signed in appropriate test environments.

Y



The ALAP software, for the most part, was developed in a research eflviron -

ment with strong emphasis on software prototype and proof of concept

issues. Consequently, ensuring adequate quality and reliability of the

tool for general application in varying VMS computing environments posed a
considerable challenge. Initially, the code was restructured and docu-
mented to improve the maintenance of the tool. However, most of the burden
of qmlity and reliability assuranc~ was shifted to the test phase. Con-
sequently, strong emphasis was placed upon testing and assurance of soft-
ware reliability in various computing environments.

4.2.1. Testing AMP in the kcal Enviromnt

During testing of ALAP, the software was subjected to thorough local test-

ing (i.e., DOE/CCS) to identify all possible problems. The problems were
documented and then reviewed and evaluated by the AMP development team.
Revision and refinement plans were developed to correct the known problems
in the software. After completion of revisions and refinements, the soft-

ware was again subjected to local test procedures to validate that the
problems had been corrected.

An AMP User’s Guide was also designed and developed. Together, the AI.AP
software and documentation were subjected to local testing to ensure coher-
ence between the two. >ftware and documentation refinements were then
performed and a new version of ALAP (i.e,, Alpha LeSt version) was devel-
oped.

4.2.2. Alpha Testing ALAP

After completion of the local test phase, ALAP was subjected to Alpha
testing at a few sites at Los Alamos National Laboratory. Test results
were accumulated t.nd documented. Several software problems were identi-
fied, aiong with structural problems with the ALAP User’s Guide. All
problems were again reviewed and evaluated by the AMP team, and subjected
to the Center’s local revision and test procedures. The ALAP User’s Guide
was submitted to a computer software documentation professional for re-
structuring and editing. After completion of the revisions and refinerrents

of the software and documentation, the Dackage was again subject~!d to

coherence testing. Subsequently, ALAP packages were;developed and distrib-
uted to volunteer Beta test sites within the Department of Energy.

4.2.3. Beta Testing AMP

Pre-beta test results have confirmed that VMS AI.AP is a valuable mechanism
for improved auditing of VMS operating systems. Beta testing was initiated
in March 1989 and is ongoing. As with Alpha test :ng, we anticipate Beta

testirlg to yield invaluable results that will pern t the Center to revise
and refine ALAP into a general VMS audit tool for publ~c release. The tool
is scheduled to be released before the end of Fiscal year 1989.



4.2.4. Tests Results

There are some limitations to the current version of the software. Some

notsd deficiencies incluas

- lack of real-time processing,
- Imege Accounting data inadequacies,
.-non-tunable rulebase features,
- lack of software system exte~~sibility, and

restricted input deta il.exibility.

On the positive side, ALAP proviies mechanisms foz improved auditing of

VMS operating systems such as

the capability to detect suspicious sys:em kehavior,
several options for rapid review and analygis of sucpici.ous activ-
ity, and
the filtering dcwn of data to the suspicious aL.bset, i.t~us mkinq

the auditing task more manageable.

5. CONCLUSIONS

The supporting technologies for computer auditing have been Brewing and
improving at an incredible pace. The methodology incor~or.lted into ALAP
during the development phase has now been extended iI? a re~earch environ-
ment to include ii~lp:x)ved capabilities such as

support of multiple rulebases, including human-generated rulebases,
rulebaae editing and turiing, arid

threada.*

is true that we have yet to achieve maximum computer processing
so it is true that we have yet to achieve optimum anomaly detcc-

tionlresoiution capabilities. However, as with computers, we must use
whalever capabilities current t~chnology permits. AMP by no means is
intended to be the ultinwte VMS auditing tool; however, it does provide an
improved !IE!ChdniSM for computer auditing of VMS computer operating systems.

Fon auditing systems of the future, we need to collect VMS AMP application
results and conwnenta from the field. We need to establish a sttindard Audit
Record Definition that encompasses the information needed to audit DOE
comput.:r systems actiViiy to meet the DOE requirements effectively and
meet the needs uf the field as determined through application of V?IS ALAP.
Lastly, we must redesign and develop new audit trail analysis tool(s) that
incorporate new anomaly detection/resolution technology and nre designed
to provide soitware lll:egrity, securi~y, reliabillly, maintenance, and
extensibility.

...—--— ..,-.——
hA “lllread” consiate of a set ~f interdependent or related audit data
[LA-LJR-89-36560 Page h]. The ALAP Username/Terminal session strurtllre is
considered a “thread” type, where the Uaername/Tarm{nal sess(on vnlii-s nrw
interdependent or related. Alldit field relationships ciin orcur’ iim(JllKsL

other audit record data f{elds, jielding valuable audit lnform~~ti{]n.
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